Lincolnshire Police Cyber Crime Unit
Cyber Protect: how we can help your business
The Cyber Protect Team was set up to help protect small to medium-size businesses
and charities from the ever-growing threat of cyber crime.
We provide advice, presentations and planning exercises with businesses and charities
to raise awareness of cyber threats and help organisations protect themselves.
All our services are continually revised to make sure they are up to date with the latest
security guidance from the National Cyber Security Centre (NCSC).
Our free services include:


Staff Cyber Awareness Training

Tailored to your organisation’s needs regarding timing, content and focus on topics that
may be a risk to your business/community/network. Our presentations can be delivered
virtually or in person. We also have a selection of video presentations.
We can talk about a whole range of topics including current threats, how to spot phishing
emails, why password security is important, staying safe at home, social engineering,
device security and much more


Cyber Security Reviews

Whilst this review is not accredited, it is a good stepping stone to beginning the Cyber
Essentials process and a good starting point for those organisations who are concerned
about their current Cyber Security posture.


Tabletop Exercise

A table-top exercise designed to raise awareness of the importance of cyber security for
your organisation. Participants, usually decision makers within the organisation, learn
the importance of making timely and correct decisions when it comes to cyber security,
including what should be a priority.


Event Attendance

We can provide speakers for your events and support with information and awareness
stands.
To discuss any requirements you may have (including those which may be in addition to
anything stated above), please do not hesitate to contact us using the details below.
Phone: 01522 947395
Email: cybercrime@lincs.pnn.police.uk

Resources
National Cyber Security Centre (NCSC) - www.ncsc.gov.uk
The National Cyber Security Centre (NCSC) provides cyber security guidance and
support helping to make the UK the safest place to live and work online.
By using the NCSC Small Business Guide, you can
significantly increase your protection from the most
common types of cyber crime helping you to protect
your organisation's data, assets, and reputation.

NCSC Small
NCSC Small
Business Guide.pdf Business Guide Actions.pdf

NCSC - Cyber Essentials - www.ncsc.gov.uk/cyberessentials
Cyber Essentials is a simple but effective, Government backed scheme that will help you to
protect your organisation, whatever its size, against a whole range of the most common
cyber attacks.
There are two levels of certification:


Cyber Essentials

Our self-assessment option gives you protection against a wide variety of the most common
cyber-attacks. This is important because vulnerability to simple attacks can mark you out as
target for more in-depth unwanted attention from cyber criminals and others.
Certification gives you peace of mind that your defences will protect against the vast majority
of common cyber-attacks simply because these attacks are looking for targets which do not
have the Cyber Essentials technical controls in place.



Cyber Essentials Plus

Cyber Essentials Plus still has the Cyber Essentials trademark simplicity of
approach, and the protections you need to put in place are the same, but for Cyber
Essentials Plus a hands-on technical verification is carried out.

Cyber Essentials
Leaflet.pdf

Police CyberAlarm - www.cyberalarm.police.uk

Police CyberAlarm is a free tool to help your business
understand and monitor malicious cyber activity.
Police CyberAlarm acts as a “CCTV camera”
monitoring the traffic seen by your businesses’ connection to the internet. It will
detect and provide regular reports of suspected malicious activity, enabling your
business to minimise your vulnerabilities.

Police
CyberAlarm.pdf

East Midlands Cyber Resilience Centre - www.emcrc.co.uk

The East Midlands Cyber Resilience Centre (EMCRC)
is set up to support and help protect businesses across
the region against cyber crime.
By working in conjunction with local universities and the five East Midlands police
forces - Derbyshire, Leicestershire, Lincolnshire, Northamptonshire and
Nottinghamshire - we possess the latest information on emerging cyber threats,
criminal trends and best safeguarding practice.

East Midlands Cyber Secure - www.eastmidlandscybersecure.co.uk
East Midlands Cyber Secure This website has been
created by the East Midlands Cyber Protect Network.
This network consists of police officers and staff from
the five forces in the region whose goal is to help
protect individuals and organisations from the adverse
effects of cybercrime.
Report Cyber Crime and Fraud
Action Fraud
Action Fraud is the UK's national fraud and cyber crime reporting centre, which takes
crime reports from victims and provides a crime reference number. Action Fraud
provides a single place for victims of fraud and cyber crime to report to or get advice
on protecting themselves.
For more advice, visit www.actionfraud.police.uk or call 0300 123 2040.
Suspicious Email Reporting Service
If you've received what you believe to be a phishing email, you can report this to the
Suspicious Email Reporting Service. Simply forward the suspected email to
report@phishing.gov.uk

